Be a gift to the world

Centennial, Colorado

Investigator Antonio Hernandez from the Arapahoe County

Sheriff’s Office, above, receives his recognition from the club
for his presentation on identity theft.

What is identity theft? ID theft is when someone uses your
personal identifying information or financial information to
purchase items, obtain credit or commit fraud on your name.
The type of identifying information that can used includes
name, date of birth, SS number, tax ID number, drivet’s li-
cense number, checking/savings account numbers, debit/
credit card numbers, investment account numbers PayPal

numbers, Apple pay, and pre paid debit accounts.

What are the ways that can be used to get this information?
Some of the techniques include dumpster diving, mailboxing/
diverting your mail, skimming, stealing your wallet or purse,
computer hacking, information stolen by employees, and pre-
text calls.

With check scams, checks are stolen from the mail, residence,
car, or purse. Checks are “washed” and different amounts
and payee information is inserted. Do not use ball point pens
when filling out checks-use gel pens as they cannot be
washed. The account information can be used to create en-
tirely new checks on blank stock. Suspects real or fictitious

information is used to cash the check.
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With debit/credit card fraud account numbers are stolen
from mail, residence, car, purse, or purchased on the Dark
Web. Apparently 905+ percent of internet activity is on the
Dark Web. If the suspect does not have the actual debit or
credit card, another card can be embossed and loaded with
your financial account number. These cards can have the
suspects real or fictitious name. Suspects can contact the
banks with account information and request that the ad-
dress/phone numbers be changed on your account and then

have a new card sent to them.

With IRS scams, the scammer will file an immediate return
with your personal information seeking uniform tax credits
like child and dependent credits. Returns are sent to a pre-
paid debit card. You are then unable to file your own return
and must fill out an affidavit for ID theft with the IRS. This

can delay your return by months.

Things you can do to avoid ID theft. Do you shred, destroy
or keep in a secure place every bill, credit card statement,
credit card offer and bank statements? Know what a fraud
alert is. Take a look at your credit report. Review your fi-
nancial accounts periodically. If you do all four, you know
the important steps to protect your identity. If you do two
to three of these, your cramping the style of identity thieves,
but you can do more. If you only do one or none of these,
you have company because many people don’t know what

steps to take to reduce their risk.
What can you do to minimize your chances of ID theft?
e  Shred all old financial document using a cross shredder,

e Shred all credit card offers and anything with account

numbers or personal information,

e Never put mail in outgoing mailbox at home or in the
blue Post Office Boxes,

Deposit outgoing mail at the Post Office or at work,
e Have new checks delivered to your bank, not your home,

e Don’t carry your social security card,
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